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Introduction

Wireless Mobile Deployment System (hereafter referred to as WMDS) is a
windows-based server program that can deploy the configuration projects (created by
Android Deployment Configurator) to Android devices through wireless network. With
the aim of optimizing the process of large-scaled device deployment, WMDS can deploy
multiple Android mobile computers simultaneously within one task as well as monitoring all
the devices’ status. With WMDS, device deployment can’t be more efficient.

As its name suggests, WMDS empowers you with a wireless solution which can perform
device deployment not only within your intranet but over the Internet. What's more, WMDS
Server can keep broadcasting its address to the devices within your private network,
allowing the devices with WMDS Agent installed to automatically get connected with
Server, saving your labor to configure every device for the initial server-client connection.

Remote Deployment Architecture

|' WMDS Agent |

TTT

Local Network

Server Address [
Broadcasting ﬂ\
a3
0000

|' WMDS Agent |




Getting Started

Getting Started

This chapter helps you get ready for using this program.

In This Chapter

1.1 WM S S VO tiiii it e 8
1.2 Installing WMDS Agent on Your Mobile Device. ................ 13
1.3 Wireless Connection between Devices and Server ........... 18
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1.1 WMDS Server Installation

@ » Install WMDS Server on PC
gt

» Register for free license

WMDS Senver

Note:

During installation and registration, please make sure your computer has access to the Internet.

111 Installing WMDS Server Program on PC

1) Make sure the operating system is Windows 7 or above.

2) Obtain the latest version of WMDS server program from http://wmds.cipherlab.com/
and install the program.

& CipherLabWMDS

C  wmds.cipherlab.com

cirrer[TNY

Smarter

o
[

WMDS Agent / Installer

Android Deploy Configurator

This application is a windows-based
project configuration tool, helping you
to devise configuration projects for your
mabile computers to meet various
needs.

Wireless Mobile Deployment System

This application is a windows-based
server program that can deploy the
configuration settings provided in the
sysiem to devices through wireless
network.

Installed to automatically get
connected with Server, saving your
labor to configure every device for the
initial server-client connection.

&= Contact Us

@ English Privacy Policy


http://wmds.cipherlab.com/

& CipherLab WMDS

c

Wireless Mobile Deployment System 3

O

X & CipherLab WMDS - Wireless v X

wmds.cipherlab.com/InstallApplication.aspx?app=wmdsapp

Getting Started

CIPHER Lm

Smarter

Name: Wirgless Mobile Deployment System

Version: 1.2.5.0

Publisher: Cipherlab

# Download Application

Can not install?

How to determine whether Mi
* Download Microsoft MET Fra

& Contact Us

|

«

1item

7 Quick access

@ Creative Cloud File
22 Dropbox
& OneDrive

= This PC v

s | Downloads

- o X
v @

v U | Search Dow.. P

Share View
v P « Dow.. » Dow
~

n

WMDS.applicatio

3) When installation is complete, WMDS program icon

o~

'.'.fi '}
Menu; in the meantime, a shortcut &

[

is added to your Desktop.

& English Privacy Policy

will appear on Windows Start
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The free license gives one connected device by default; you can obtain a key for more
connected devices through online registration.

1) Launch WMDS Server.

2) In the Registration window, the value of Maximum device allowed is 1 before the
registration key is applied. Click “"Please click here to register” to go to registration
webpage.

&2 Registration >

v X

Registration File{Drag-and-drop Registration File)

Browwse

MName Value

Maxirnurn device allowed 1

Server D 4C4C4544-0058-5010-804C-B4C04F303332
Expired Date Mone

Expired False

Activated Date Mone

your account
I Please click here to login Server [D | 4C4C4544-0058-5610-804C-B4C04F303332 '

3) You will be directed to the registration form. Fill in the required fields and click the
“Register” button. Please do provide a valid email address for the system to send a
verification code.

A
WMDS Registration

Registration is easy and only takes a few minutes,

First name * ‘ ‘ Last name * | ‘

E-mail

Login E-mail * ‘ ‘ (for account recovery) | ‘

Password * ‘ ‘ Confirm password * | ‘
Company name ‘ ‘ Country |— Select a country - v ‘
T%E the code shown:

Company address

P Show another code

Server-ID | 4C4C4544-004C-4E10-8059-C4C04FbA4E32

Copyright © 2016 CipherlLab Co., Ltd. All rights reserved.
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4) On verification page, input the verification code provided in the Customer Sign-up notice
email sent by the WMDS developer and then click “Activate”.

26250

Flease enter the verification code for
‘support@cipherlab.com’.

Resend Activation Code

5) Login and enter your Server ID. Click your server ID button to download key file.

A\

Enter the server ID that you would like to

Customer Login

] CipherLab employee

B Remember me on this computer

Forgot password? Need help? Contact us!

I A———
Log in

support@cipherlab.com (User) E«

View Account and Download Key | Edit Account | Change Server-ID

associate with your account.

Customer Information

Login Email: support@cipherlab.com

Last name: | |

Company name: | |

Company address:

Company address:

Country: [ C“Ck to domnload I:ezzfiie.

A

Alternate Mail: | // |

Customer %rver-lD

/4
? ‘4C4C4544—004C—4£10—8059—C4CO4F5A4E‘

i ] * Cha‘\nge Server-ID

(=]

Copyright © 2016 CipherLab Co., Ltd. All rights reserved.

11
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Click to change your
server ID.
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6) Return to WMDS program; in the Registration window, click "Browse” to locate the key
file (WMDS_your email address.key) you just downloaded. The value of Maximum

device allowed has been increased to 100. Click ¢ to save and exit this page. If you

need more allowed deployment devices than 100, please contact the local sales
representative.

A~ Registration >

71X

Registration File[Drag-and-drop Registration File)

WMDS_005@cipherlab.com.tw.key | Browse
Marne . Yalue )
Maximum device allowed 100 Il
Server D 4C4C4544-00558-5610-504C-BACD4F303332
Expired Date Mone
Expired False
Activated Date 2020/07/27 181425

Login to get your account
Please click here to login

Server ID | 4CAC4544-0058-5610-804C-BACO4F303332 @

12
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1.2 Installing WMDS Agent on Your Mobile Device

» Install WMDS Agent on your mobile device
» Update WMDS Agent version

WMDS Agent

Note:

During installation, please make sure your computer has access to the Internet.

Your mobile device is already preloaded with the WMDS-installer provideing the following
services that are essential for your device deployment.

1. Automatically launches your WMDS Agent when this device is powered up.

2. Provides an automated process where downloading, updating and device rebooting are
completed in a row without your extra effort.

121 Instaling WMDS Agent

1) For the first time you enter the device’s OS, WMDS Agent is not installed yet. Go to App

L"))J

Drawer (All Apps) and execute WMDS-Installer “Z—" . The installer will fetch the
latest version of WMDS Agent over the Internet and then perform auto-installation.

N3 09 2 0 6:45PM N3 0o = N 6:45PM
Q, Search Apps WMDSInstaller z

ﬁ @ o \ Connect to Server

HF RFID Co.. Maps Messages Phone Download Agent

100%
'; p [‘T‘ ’ k} Install Agent

Photos Play Movies.  Play Music  Play Store

e I

ReaderConfig Screenshot.. Settings Signature C..

n BB

SIP controll.  SoftwareTri. Terminal Em.. Velocity

=

Voice Searcp WMDSInstal. [YouTube

s

13



Wireless Mobile Deployment Server User Guide

2) Then dialogs show up prompting you to tap ALLOW before you can proceed.

BB Allow WMDS to
access photos, media,
and files on your
device?

Tof2 DENY | ALLOW

3) When prompted for changing the security settings, please enable “"Permit drawing
over other apps” allowing WMDS server to push instant messages to WMDS devices.
Please refer to Pushing Messages to Devices for details about push messages. When you

20f2

Allow WMDS to
Phone?

DENY

ALLOW

finish setting, tap Back button¥= to proceed.

Apps that can draw over other...

WMDS

Permit drawing over other apps

This permission allows an app to display
on top of other apps you're using and may
interfere with your use of the interface in other
applications, or change what you think you are
seeing in other applications.

14
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4) When prompted for changing the App notification settings, you can choose to enable
“Block all” if you would like to hide all notifications from WMDS Agent on status bar.
When finished, tap the Back button¥= to proceed.

Notifications

Block all
Never show notifications from this
app

Show silently
Don't make sound, vibrate, or peek
these notifications into view on the
current screen.

Override Do Not Disturb

Let these notifications continue to
interrupt when Do Not Disturb is set
to Priority Only

15

You can access this setting in

App Drawer (All Apps) | Settings
| App & Notifications | WMDSAgent
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5) After installation, this agent will automatically run along with the device’s starting up.
On Homescreen, swipe down from the status bar and tap "WMDS" to enter the

application.

v & N 30w = N 6:47PM

= WMDS

W WMmDS

WMDS

~/
~
The device is not connected to the s.. =

& ADCClient
ADCClient, Finish(SUCCESS)
SetSettingAll

=

Device UID
00DO17BECAF7
Device Name
RK25
Deployment IP

Connected Date

16
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1.2.2 WMDS Agent Update

As the mobile deployment system is widely adopted, WMDS program and WMDS Agent are
hence being enhanced on a regular basis to cater to new requirements from various
industries.

On WMDS Server program, you can check out the version number of current agent installed
on each device. Version number appearing in red in the Agent Ver. Column means the
agent needs upgrading.

@ General | Task Detail a

) :
Device Group |All Al Manage Device Group ManageDevice‘

Device UID Device IP Serial Number Device Name Battery (%) WiFi (%) Connected Project Cnt
00C059110937 192.168.43.154  FC1174D000600 RS31(Android 7.0) 100 95 Online 0

00DO17BECAF7 192.168.43.180  FJ1186A000760 RK25(Android 7.... 73 93 Online 0
« | 00C0591103F9 192.168.43.68  FC1171D000199 RS31{Android 7.0) 79 99 Online 0

To perform a batch update:

[
1) Click % Install WMDS-Agent on Device Panel.

2) Select the devices which are to undergo WMDS Agent upgrade. A Task Status Manager
will pop out to display this task progress.

7 Task Status Manager O X
Redeploy Stop _[[l-g Delete
Device UID Device Name Task Name Progress The status of device deployment
00C0591103F9 RS31(Android 7.0)  [System]Update ADC-Agent B 15%(247932/1632852)
00C059110937 RS31(Android 7.0)  Message 2 e
00DO17BECAF7 RK25(Android 7.1.2) Message-Task 1/91) |
Ll I ——

3) The task will be completed followed by an auto-reboot of the device.

You can also update the WMDS Agent on a single device by executing WMDS-Installer

see
.

. (Tap All Apps / | WMDS-Installer

17
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1.3 Wireless Connection between Devices and Server

Once a device is successfully connected to WMDS server, it immediately becomes an
enrolled device whose status is displayed on the Device Panel on WMDS server interface.
The 1%t time client-server connection involves the following two stages: connecting to
network and connecting to Server.

1.3.1 Connecting to Network

To have this device connected to the network segment of WMDS server, you can search and

add the network in App Drawer (All Apps)| Settings | Wi-Fi ' on the device.
Settings Q
Wireless & networks
WLAN
v "Lullaby" v, Lullaby
é Connected
* Bluetooth
Disconnected a LAB-Guest
& Ethernet va cee
9. 1234
3 Data usage
(' 0 B of data used
v 5888
More
A A test
Audio
+ Add network
OR

Generate a set of barcodes from WMDS Server as a Wi-Fi profile (See Generate Printable
Wi-Fi Profile Barcode) and print it out.

1) On your device, open WMDS Agent screen; select “"Wi-Fi Setting” from menu E

2) Use your device to scan EVERY barcode in the profile so that WMDS Agent can load
necessary information and immediately start connecting to the network.

18
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Wireless Mobile Deployment System
WiFi Setting
Network Name| Testng Network
Secunty Type WPA2-Parsonal

Wireless Mobile Deployment System Encryption Typa AES
(Agent Network Security Key 00017+
WiFi Barcode
Q oo Info 1 Iulmllm““l
i5s Device Log

2 [N

Server Location

<0

\!\!! Server Location(Barcode)
% WIFI Setting
o About
00C059110937
RS31 L

Please Scan WiFi-Setting Barcode

2/2

e 1 (TR
e 2 (LTI H

00C059110937

‘ WiFi Setting is done

19
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Depending on your deployment system architecture, we recommend different methods for
you to build up client-server connection.

Device and Server Are Located in Different Network Segments

You can manually input the WMDS Server address in WMDS Agent (See Server IP
Information for where to obtain the server IP/domain name address):

1) On your device, open WMDS Agent and tap on ﬂ on the right top of the screen, fill in
the Server connection properties and then tap on "CONNECT TO SERVER".

= WMDS 9 & < Server Location L] =

mem——— ——
127.0.0.1
Please Input Deployment Server Port

4668
4

J CONNECT TO SERVER

I
1
I
I
|

[
1
)
1
1
I
1
)
1 1234567.890
Jlawerr tyuionp
1
00C059110937 ; )
C DevceName [ | asdfgh k|
RS31 /!
~ DeploymentiP ! 4 z xcvbnm@
1 —
~ ConnectedDate /
1 723
, / >
1
]
I
1
)
I

Server IP |127.0.0.1

20
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Getting Started

Generate a set of barcodes from WMDS Server as a Server IP profile (See Generate

Printable Server Info Barcode) and print it out. On your device, open WMDS Agent

screen, select “"Server Location (Barcode)” from menu . Use your device to scan

Wireless Mobile Deployment

o

,.
o
1

EVERY barcode in the profile so that WMDS Agent can load enough information and
immediately start connecting to server.

& Server Locat... = Wireless Mobile Deployment System

Deployment Server

IP 127.0.0.1

Please Scan Server Barcode Server Barcode

Device Info

Device Log

G thanks | we 4

ql WI e3 r‘ t 5 yﬁ u‘l i o p

asdf gh j kI

& z X cvbnm&

7123 /| & e

9 Server Location
||||!| Server Location(Barcode)
%2 WIFI Setting
o About
¥ e
2)

Once your device is successfully connected to WMDS server, the status ball displays in
Q
green. You can tap the toggle switch on the top right corner to connect/disconnect

this device to/from the WMDS server, or enter app menu to check out Device Info
or Device Log.

N0 ® & W 615

[

.-J .
ik~ = R Connect/Disconnect

Wireless Mobile Deployment System _
(Agent)
Device Info
,_B_=G Device Log
-
o About
I+ e L -
_RS31
192.168.43.114

21
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Device and Server Are Located in the Same Network Segment

Designed with broadcasting function, WMDS Server keeps broadcasting its IP address/port
number to WMDS Agent devices, allowing the devices to automatically connect to WMDS
Server while saving much of your maintenance labor.

| WMDS Server |
@O WMDS Server keeps broadcasting its
IP address and UDP port.
—

% (@ WMDS Agent devices receive the

E':" Server IP.
192.168.6.25 ¥
(@ WMDS Agent devices get
Domain IP: 192.168.6.255 connected with WMDS Server!

Subnet Mask: 255.255.255.0 SRR e

- WMDS Agent \

If there is more than one WMDS server in a networrou may have to consider disabling

Broadcast Server in Main Screen > Preferences > “Preferences” > Network tab
lest the devices should connect themselves with the wrong server.

[Z Preferences X
General  Network

Deployment Server

] Port
182.168.43.114 [~ 4668 <
Broadcast Server

| Broadcast Location I

Interval Port

1 Minute d| =

¥| Show dialog at Startup

Note:

The PC where WMDS Server is running must connect to the same network segment to which
WMDS Agents connect. The PC should be discoverable by WMDS Agents on the connected
network.

22
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User Interface Introduction

This chapter walks you through the basics of WMDS Server user interface.

In This Chapter

2.1 Automated Server Program Update .........cocvviiiiiiiiininnnns 24
2.2 Server IP Information ....coiviiiiiii i i i iaaeees 25
A I\ F= 1T a TR ol =11 TP 26

23
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2.1 Automated Server Program Update

The program is equipped with an automatic update mechanism, ensuring that your copy of
WMDS server is always up-to-date with the latest improvements. When you launch the
program, this mechanism checks for the latest updates from CipherLab’s server (which
means your WMDS server PC is required to have access to the Internet) and prompts you to
confirm the downloading of available newer version.

Update Available X
Application update
A new version of Wireless Mobile & “ﬁf

Deployment System is available. Do you
want to download it now?

Name: Wireless Mobile Deployment System

From: wmds.cipherlab.com

o || s

24
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2.2 Server IP Information

Every time you launch this program, you will be prompted with a dialog window to confirm
the server’s network information. Confirm the Deployment Server IP and Port info shown

here and click "OK &” to exit this dialog.

By default, the server will keep broadcasting its location, allowing the mobile devices to get
connected automatically to Server. You can modify the broadcasting interval time or disable
this function.

K4

Dep

P

o

[Z Confirm Network Information

X

loyment Server

192.168.43.114 -

Broadcast Server

Broadcast Location

Interval

1 Minute -

X
Port J WMDS Server Info ]
4666 [
% Broadcast Server Info ]
Port

¥ Show dialog at Startup

If you disable the “Show dialog at startr " function, you can still access this window

through Main Screen > Preferences

> “Preferences” > Network tab.

v

P

¥4

7| S|

—
[ Preferences

X

General  Network

Deployment Server

192.168.43.114 []

Broadcast Server

Broadcast Location

Interval

1 Minute v

how dialog at Startup

X

Port

46685

Port

25
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2.3 Main Screen

The main screen of WMDS Server is composed of the following building blocks:

Mobile Deployment System

@ General | Task Detail

) 00DO17CF8071 192.168.43.227

£\ 00C059110937 192.168.43.154

@ RK25 Settings

I s ; 192.168.43.180
Froject List

DODO17BECAF7

) Device Group All . -l Manage Device
- s X =———DEVIiCEe"Pane
LT Message O | Device UID ' Device IP | Serial Number | Device Name | Battery (%) | WiFi (%)
@ for RS31 e 192.168.43.6 unknown RK25(Android 7.1.2) 100 33|

B767B12AK8073000007 RS51_HS(Android 8.1.0)
FC1174D000600
FJ1186A000760

100
93
99

76
100
91

RS31(Android 7.0)
RK25{Android 7.1.2)

Item ‘ Description
If an existing project has been modified
Synchronize by the ADC progran'.\, you. can have the
’@ Projects task that employs this project updated to
the latest version. Select a task from the
Toolbar Task List and click this button.
Deploy Click to deploy the selected task.
Open Log Click to open the log file which is kept in
C:\CipherLab\WMDS\Log
Click to generate printable WMDS server
Open WMDS and Wi-Fi profile info. See Generate
Barcode Printable Server Info Barcode and
Generate Printable Wi-Fi Profile Barcode.

26
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Toolb Ja] | Install  WMDS | Click to install the latest WMDS Agent

oolbar L )
=~ | Agent application to the selected devices.
Preferences Click to enter Multi-Language Support,

Password Protection or Key Registration.
9 About Click to check the WMDS Server version.
. Lists created tasks. See Manage Created Tasks.
Task List
Push Allows you to create a task to push to selected devices. See Push
us .
Message Messages to Devices.

Project List

Lists projects created in ADC program. This list will synchronize with the
project files kept in C:\ CipherLab\ADC upon WMDS server’s starting up.

Device
Panel

Lists the connected mobile devices. See Manage Created Tasks.

Server Info

Displays the current server connection info.

27
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2.3.1 Toolbar

Generate Printable Server Info Barcode

With mobile devices’ barcode scanning capability, WMDS Server makes managing multiple
devices more efficient by providing auto-generated printable barcodes of its own server
info.

1) On Main Screen, click "Open WMDS Barcode El" on Toolbar and then “Server

Barcode”.
Wireless Mobile Deployment System
= ® =N E e 2 B
Server Barcode
ﬁ Task ""WiFi Barcode m m
Task Name Task Content Task Status Device Cnt
S [

2) On Server Barcode window, define your server settings and then click "Open PDF m&A”
to generate a printable PDF file. Use your device to scan this barcode into its WMDS
Agent in order for the first —time connection. See Connecting to Server.

W server Barcode =

General Barcode

Deployment Server Barcode 1
|
(®) Use the default settings
192.168.43.114 : 1 il

Use the custom settings

Barcode 2

4
Clear ‘
| ‘

| Wireless Mobile Deployment System

Deployment Server

‘ 1P[192.168.43.114 |
Server Barcode ‘

|
| * AR
2 NN

'

28



Generate Printable Wi-Fi Profile Barcode

User Interface Introduction

With mobile devices’ barcode scanning capability, WMDS Server makes managing multiple
devices more efficient by providing an auto-generated printable barcode of Wi-Fi profile

info.

1) On Main Screen, click "Open WMDS Barcode ” on Toolbar and then “Wi-Fi

Barcode”.

Wireless Mobile Deployment System

Server Barcode T
B Task WiFi Barcode TS m
Task Name Task Content Task Status Device Cnt The status of l|

2) On the Wi-Fi Barcode window, define your network settings and then click "Open PDF

EEE” to generate a printable PDF file. Use your device to scan EVERY barcode in the

WiFi Setting is done

profile until WMDS Agent screen shows a

Network.

message. See Connect to

I} WiFi Barcode

—

X
o |

Network Name

Testing Network

Security Type

WPAZ2-Personal

Encryption Type

AES

Network Security Key

Wireless Mobile Deployment System

Barcode

Barcode

Barcode

WiFi Setting

Ear A

Network Name | Testing Network

Show Characters

Security Type |WPA2-Personal

Encryption Type |AES

Network Security Key [0001*****

WiFi Barcode

AR

2| NI

1

29
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Multi-Language Support

On Main Screen, click “Preferences " on Toolbar and then select “"Preferences”. On

General tab, choose a display language other than English if any. By selecting a language

other than the current one, WMDS server program will restart to have the new display
language take effect.

Change the Interface Language
1) Select a desired language from the drop-down list.

i
i Preferences

v X

General | Metwork

Choose a display language

Chinese (Simplified)

English

Chirese (Traditional) Legacy
Chinese (Traditional)
Chinese (Simplified)

CRCipherLab\WWIDS | Browse.. |
ADC Location
Ci\CipherLab\ADC | Browse.. |

Auto clear Task-5Status at Startup

Autc clear generated reports

2) Click “OK V" to confirm the setting.
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Create Your Own Language File
1) Click “"Add” to create your own language profile.

[T Preferences

v X

General | Network

Choose a display language

English

I[ Add ]I[ Update H Delete

Data Location

C:\CipherLab\WMDS

ADC Location
C:\CipherLab\ADC

o Auto clear Task-Status at Startup

‘ Browse... ‘

‘ Browse... ‘

2) On the Update Language window as shown below, each label item displays in English
on the left column. Please click the right column field to translate into our language.

2 Update Language

zx \,‘ry Reset to default

O X

=4

Quick Search

[EM
4 About

[OEH
Version
4 About Message
This computer program is protect
4 About Update Message
Check application version...
Restart Application to Update
The application is up to date
4 Agent
Android
CE'WM
4 Barcode Setting
Barcode
Encryption Type
Network Name
Network Security Key
Security Type
Server Location
Show Characters
WiFi Setting

Version|

=3

This computer program is protected by copyright law and international trea

Check application version...
Restart Application to Update
The application is up to date

Android
CE/WM

Barcode

Encryption Type
Network Name
Network Security Key
Security Type

Server Location
Show Characters
WiFi Setting

Version

'Afar

il

3) Select a language from the drop-down menu on the bottom-left and click "OK « to

confirm the settings.
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Password Protection

1) On Main Screen, Click Preferences L3 on the toolbar and then select “"Security”.

Mobile Dep

Ll | Task Name | Task Content

2) Enter and confirm your password if you want to enable password protection.

;’ Security O X

[vlx

Enter password(Maximum 32 characters)
123456

Confirm Password

\ 123456

Always ask for password
= ® Password-protected features

| »

- |EJ Synchronize Project(s)
= Task

= Open WMDS Barcode
“.-[F] Open PDF

-0 Install WMDS-Agent

i+~ Preferences

O preferences

I Security

@ Registration

- Device

s m——— m— b

3) Select features to apply password protection.

4) Click "OK V” to save the setting. This setting will be immediately applied.
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Tasks

Tasks

This chapter provides all you need to know from creating a task and deploying tasks to
enrolled devices.

In This Chapter

3.1 Creating @a New Task ...cciiiiiiiiiiiiiiic e 34
T It~ =] P 39
3.3 Monitoring Enrolled DevViCeS.......covviiiiiiiiiiiiiiiiiiiinnnaans 43
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3.1 Creating a New Task

To create a new task:

1) Select a project from Project List. If this panel does not show the projects you created

with ADC program, please go to Preferences > “Preferences” > General tab,
and relocate the ADC location.

2) Select the devices that are to be deployed with this task from Device Panel.

3) Click Add Task | A% T2

on the top right corner of Device Panel.

Wireless Mobile Deployment System

== (p . N .
Task ﬁ m
Task Name Task Content Task Status Device Cnt The status of
@ General | Task Detail

:‘5 é Device Group All
Project Message Device UID Device IP Serial Number Device Name Battery (%) WiFi (%)
00D017BECO31 192.168.43.6 unknown RK25(Android 7.1.2) 100 62
00D017CFBO71 192.168.43.227  B767B12AKB073000007 RS51_HS(Android 8.1.0) 100 98
RK25 Settings 00C059110937 192.168.43.154___ FC1174D000600 RS31(Android 7.0 9 P |
00DO17BECAF7 192.168.43.180  FJ1185A000760 RK25(Android 7.1.2) 86 89

4) Inthe Task window, you can switch between Task, Device, and Options tabs to make
further modifications. When finished, click “ to save the settings.
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Task tab

Task Name: Specify the task name in the text field.

Task Type: The radio buttons indicate the task type (message or ADC project).
ADC-Project: Click the drop-down menu to select an ADC project.

Device tab

O X

Task Name
for RS31-Task

Option

[fescType |
Message @ ADC-Project

ADC-Project

for RS31 ~

Name Value
Project Name for RS31
Device Model RS31
Operating System Android
Reader Module None
Keypad Type None
System Update False

Tasks

On the Device tab, click the Device Group drop-down menu to select a device group. Use
the arrow buttons to select the devices for this task.

Selected Devices

 Task O x
Task | Device | Option
Device Group
None ~
Device UID Device IP Serial Number Device Name Reader Module Keypad Type
00DO17BECO31 192.168.43.6 unknown RK25(Andreid7.1.2) 2D Reader (SM2) China 25 Keys
00DO17CFB071 192.168.43.227 B767B12AK8073000007 RS51_HS(Android 8.1.0) 2D Reader (SR4750) None
00DO17BECAFT7 192.168.43.180 FJ1186A000760 RK25(Andreid 7.1.2) 2D Reader (MR4750) Eu 28 Keys
v A
Task-Device Selected List | |
Device UID Device IP " Serial Number | Device Name Reader Module Keypad Type
00C059110937 192.168.43.154 FC1174D000600 RS31(Android 7.0) 2D Reader (SE4750SRL) MNone
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Option tab

On the Option tab, define if this task will perform configuration deployment to one device
after another or to all at the same time. It is suggested that you use the default “Serial
transmission” lest vast amounts of data transmission should consume too much of your
network bandwidth.

] Task O X

v X

Task Device |Option

{Transmission type l
® Serial transmission

Simultaneous transmission

The number of devices deploys at a time within one deployment task

5
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You can push a message to selected devices.
1) On Main screen, click "Message”.

2) In the edit text box, input your message (up to 2000 alphanumeric characters).

3) From the Device Panel, select the devices that are to be deployed with this task.

4) Click Add Task [ add Tesk on the top right corner of Device Panel.

- 2-T-60

Y I

O ‘ Task Name Task Centent Task Status Device Cnt ‘ The status of

Device IP
192.168.43.227

192.168.43.154

Serial Number Device Name
B767B12AK8073000007 RS51_HS{Android 8.1.0)
FC1174D000600 RS31({Android 7.0)

5) 1In the Task window, make further modifications on Task, Device, and Options tabs.
After finish modifying, click “OKV" to save the settings.

Task Name

Message-Task

| Task Type

®) Message _)ADC-Project

Please input message:

Please check your Inbox!

Clear message
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Message Sent to Mobile Devices

Once your message task is successfully deployed, the message dialog will pop up on all the
mobile devices’ screens. Please tap "OK"” to confirm and close it.

'Y WMDS

Please check your Inbox!
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3.2 Task Deployment

1) On the Task List, first select one or more tasks.

2) Click “"Deploy @” on the Toolbar.

& WMDS

Wireless Mobile Deployment System

-2 -E-0 -

e s
— Task Content Task Status Device Cnt___ The status of last task deployment
a Message (ﬁ“ease check your Inbm‘!‘]“ — Wait =S S : —
Message 2 Message [Shut the system down.] Wait 1

@ General | Task Detail

5 [ &

R -
Device Group All - ManageDevice @Add Task % 1118

Project Message Device UID Device IP Serial Number Device Name Battery (%) WiFi (%
00D017BECO31 192.168.43.6 unknown RK25(Android 7.1.2) 100
00D017CF8071 192.168.43.227 B767B12AK8073000007 RS51_HS(Android 8.1.0) 100 d
00C059110937 192.168.43.154 FC1174D000600 RS31(Android 7.0) 100
00DO17BECAF7 192.168.43.180 FJ1186A000760 RK25(Android 7.1.2) 75 1

Server [P [192.168.43.114 : 4668 BroadcastTo @ |0.0.0.0 | Maximum device allowed 50| CPU Usage 2% &

3) A Task Status Manager window will pop up listing the deployment progress as well as
results. You can have certain tasks performed on selected devices again by clicking the
Redeploy icon or simply stop a deployment task by clicking the Stop icon.

5] Task Status Manager | X

@ Redeploy Stop —H-Ig Delete L Report

O Device UID Device Name Task Name Progress The status of device deployment Activ{

| 1] 00DO17BECAF7 RK25(Android 7.1.2)  Message 2 1 'The device is not connected to the server 10/4/]
00D017CF8071 RS51_HS(Android 8... Message 2 [ 0% l The device is not connected to the server 10/4/]
00DO17BEC031 RK25WO(Android 7... Message 2 W| Transfer succeeded 10/4/
00C059110937 RS31(Andreid 7.0) Message 2 W| Transfer succeeded 10/4/
00DO17BECAF7 RK25(Android 7.1.2) Message-Task [ 0% l The device is not connected to the server 10/4/]
00DO17BECAF7 RK25(Android 7.1.2) Message-Task [ 0% l The device is not connected to the server 10/4/]
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4) Click “L Report” to reveal the sidebar to generate the task report.

[ Task Status Manager O X
6}) Redeploy . Stop m Delete t Report
©J | Device UID Device Name Task Name Progress The status of dey|
| 1 : 1 ’ 2 i - { Report |
[ 00DO17BECAF7 RK25(Android 7.1.2) Message 2 [ 0% ] The device is not
] 00DO17CF8071 RS51_HS(Android 8... Message 2 ( 0% | The device is not Task Name
£ 00DO17BECO31 RK25WO(Android 7... Message 2 B 100%(88/88) | Transfer succeedd | | = Al [~
£ 00C059110937 RS31(Android 7.0)  Message 2 IN100%(88/88) | Transfer succeedd | | The status of device deployment
£ 00DO17BECAF7 RK25(Android 7.12) Message-Task | 0% | The device is not ® Al [
| 00DO17BECAF7 RK25(Android 7.1.2)  Message-Task | 0% | The device is not
Report Format
v Adobe (pdf) [+
= Open Report
It m |
In the report sidebar, you can:
Item Description

Task Name

Click the drop-down menu to select the task you would like to

export and generate a report.

The status of device
deployment

Designate the status (of the task deployment on your devices) to
generate. Options are:

» All

»  Transfer succeeded

»  Transfer failed

»  Others

Report Format

Select the file format of the report to be generated:
» Adobe (.pdf)
»  Excel (.xls)

Note: The report format “Excel (.xIs)” is only available for the PC with
Microsoft Excel installed.

Open Report

Click i] Open Report” to complete the above selections and
generate a report at the same time.
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3.2.1 Task Management

You can modify the task name or the target device it refers to
1) Select a task from the Task List.

2) Click “Edit Task @” on the top right corner to bring up the Task dialog.

Tasks

Task ﬁ m
" Task Name Task Content Task Status DeviceCnt | The status of last task deployment
Message-Task Message [Please check your Inbox!] Wait 1
Message 2 Message [Shut the system down.] Wait 1
+  New Settings ADC-Project [for RS31] Wait 1
3) In the Task dialog, you can switch 9 Task X
between Task, Device, and Options ,
tabs to make further modifications. '
. i ¢ Task | Device Option
When finished, click to save the
ttinas Task Name
s€ g ' New Settings

4) To delete a task, simply select it and click "Delete Task I]IIO" on the top right corner.

[ Task Type |

® ADC-Project

ADC-Project

for RS31

Name Value
Project Name for RS31
Device Model RS31
Operating System Android
Reader Module None
Keypad Type None
System Update False

il

=
Task

" Task Name
Message-Task
Message 2

«  New Settings

Task Content

Message [Please check your Inbox!]
Message [Shut the system down.]
ADC-Project [for RS31]

Task Status
Wait
Wait
Wait

Device Cnt | The status of last task deployment

]
1
1
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Click the "Task Detail” tab and then click a specific task from the Task List to check its
details displaying below.

2 ® - 2 - @ -

i3
= | Task Name | Task Content Task Status Device Cnt | The status of last task deployment
[ Message-Task Message [Please check your Inbox!] ‘Wait 1

= Task Detail |

E Task Detail

Task Name | Device UID Device IP ber | Device Name | Reader Module | Keypad Ty,
i RS31(Android 7.0) 2D Reader (SE4500)  None |

st —
e ———————————————
Server IP |192.168.43.114 : |4668 BroadcastTo @ |0.0.0.0 Maximum device allowed 50| cPUUsage dos &
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3.3 Monitoring Enrolled Devices

Tasks

The Device Panel lists devices which have been enrolled in to WMDS Server. You can have
a glance of the devices’ current status including Device IP, Serial Number, remaining power
level (battery health) as well as their connection status. If a device appears to be Offline,
you will need to bring it back to Online status before deploying a task to it.

Device Group All

@® General  Task Detail

Ml Manage Device Group! IRERERTIs VIS

N AddTesk 45 B

Device UID
00D017BEC031

00D017CF8071
00C059110937
00DO17BECAF7

Device IP
192.168.43.6

192.168.43.227
192.168.43.154
192.168.43.180

Serial Number

unknown
B767812AK80730...
FC1174D000600
FJ1186A000760

Device Name Battery (%)

RK25(Android 7.... 100, Good
RS51_HS{Androi... 100, Good
RS31(Android 7.0) 100, Good
RK25(Android 7.... 90, Good

43

WiFi (%)
31
97
100

77

Connected

Online

Project Cnt | Agent Ver,
0 1113

0 1.1.13
0 1113
0 1.1.13




Wireless Mobile Deployment Server User Guide

You may group multiple devices to avoid hassles and save time when managing a humber
of devices. On Device Panel, by default, a group named “"None” already exists on the
Device Group drop-down menu and contains all the ungrouped devices. Click *"Manage
Device Group” to bring up the window.

T | -...-... . Trsaroic B

*® | Device UID DevicelP | Serial Numb DeviceName | Battery (%) WiFi (%) c d | ProjectCnt | AgentVer. B
© 00DOITBECO31 192168436  unknown RK25(Android 7... 100, Good 31 Online O—g13)

©1 00DO17CFB071 192.16843.227  B767B12AKE0730... RSSI_HS(Androi.. 100, Good 97 Online 0 113 1
| 00C059110937 192.16843.154  FC1174D000600  RS31(Android 7.0) 100, Good 100 Offline 0 11m

©1 00DOI7BECAF7 192.16843.180  FJI186A000760  RK25(Android 7...  93,Good 76 Online (R RRE

Create a Device Group

1) In the Manage Device Group window, click the Add button to show the Device Group
Name text field. Input the group name in the text field and click "OK V”.

&% Manage Device Group X
add | Update |/g Delete v x
Device Group
Add device group et
' Device Group Name
RS3121
O | Device UID | Device IP | Serial Number | Device Name | Reader Module | Keypad Type
[ 00DO17BECO31 192.168.43.6 unknown RK25(Android7.12) 2D Reader (SM2) China 25 Keys
£ 00DO17CF8071 192.168.43.227  B767B12AK8073000007 RSS1_HS(Android8.1.0) 2D Reader (SR4750) None
£ 00C059110937 192.16843.154  FC1174D000600 RS31(Android 7.0) 2D Reader (SE4750SRL) None
£ 00DO17BECAF7 192.168.43.180  FJ1186A000760 RK25(Android7.12) 2D Reader (MR4750)  Eu 28 Keys
£ 00C0591103F9 192.168.43.68 FC1171D000199 RS31(Android 7.0) 2D Reader (SE4500) None
A A
Group-Device Selected List
O | Device UID | Device IP | Serial Number | Device Name | Reader Module | Keypad Type
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2) Select the devices listed in the upper grid and click the Down arrow button to move

them down into the lower grid to include them in this group. Click "OK V” again to
apply the settings.

& Manage Device Group

=" Add ’-y\Upoate oDelete v x

Device Group
Add device group b
Device Group Name
RS3121
l Device UID | Device IP | Serial Number | Device Name | Reader Module 1 Keypad Type
] 00DO17BECO31 192.168.43.6 unknown RK25(Andreid... 2D Reader (SM2) China 25 Keys
y . . . RA750) Llone
¥ 00C059110937 192.168.43.154 FC1174D000600 RS31(Android... 2D Reader (SE4750SR L) None
[l O0ODO17BECAF7 192.168.43.180 FJ1186A000760 RK25(Android... 2D Reader (MR4750) Eu 28 Keys

| 00C0591103F9 192.168.43.68 FC1171D000199 RS31(Android... 2D Reader (SE4500) None

Group-Device Selected List I!l
,iLM_WL---%im&__—JM_

a Manage Device Group

y* Add '-y\Upaate o Delete v x

Device Group
Add device group -

Device Group Name

RS31#1
3] [ Device UID | Device IP | Serial Number bevice Name | Reader Module l Keypad Type
]| 00DO17BECO31 192.168.43.6 unknown K25(Android... 2D Reader (SM2) China 25 Keys
£l 00DO17CF8071 192.168.43.227 B767B12AK8073000| 551_HS(And... 2D Reader (SR4750) None

[ 00DO17BECAF7 192.168.43.180 FJ1186A000760 iK25{Android... 2D Reader (MR4750) Eu 28 Keys

(]

o
N

Group-Device Selected List

Cl | Device UID | Device IP Serial Number evice Name | Reader Module | Keypad Type
. 00C059110937 192.16843.154  FC1174D000600 RS31(Android... 2D Reader (SEA750SR L) None
£ 00C0591103F9 192.168.43.68 FC11710000199 RS31(Android... 2D Reader (SE4500)  None

Devices to be grouped
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3) The newly-created group will appear in the Device Group list.

& Manage Device Group

+Add "\Update mDelete v x

Device Group

None v

None
Device UID Device P Serial Number Device Name | Reader Module Keypad Type
00DO17BECO31 192.168.43.6 unknown RK25({Android... 2D Reader (SM2) China 25 Keys
00D017CF8071 192.168.43.227 B767B12AKS8073000007 RS51_HS(And... 2D Reader (SR4750) None
00DO17BECAFT7 192.168.43.180 FJ1186A000760 RK25(Android... 2D Reader (MR4750) Eu 28 Keys

Group-Device Selected List “ ‘ “ l “ | ‘ &

Serial Number Device Name | Reader Module Keypad Type

Device UID Device IP

4) By selecting the group, you can click "Update” to modify the name and member devices

or click "Delete” to delete it. After you finish settings, click "OK V” to save and exit

this window.

& Manage Device Group

+Adli.fUpdate mDelete L\, x

Device Group
RS31#1 v
Device UID Device IP Serial Number Device Name | Reader Module Keypad Type
00D017BECO31 192.168.43.6 unknown RK25(Android... 2D Reader (SM2) China 25 Keys
00DO17CFE0T 192.168.43.227 B767B12AK8073000007 RS51_HS(And... 2D Reader (SR4750) Nene
OODO17BECAFT 192.168.43.180 FJ1186A000760 RK25(Andreid... 2D Reader (MR4750) Eu 28 Keys
Group-Device Selected List “ \ “ I “ | ‘ A
Device UID Device [P Serial Number Device Name | Reader Module Keypad Type
00C059110937 192.168.43.154 FC1174D000600 RS31(Android... 2D Reader (SE4750SR L) None
00C0591103F9 192.168.43.68 FC1171D000199 RS31(Android... 2D Reader (SE4500) None
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